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 BACKING-UP HYPER-V VIRTUAL
— MACHINES WITH VICEVERSA PRO

ViceVersa PRO can backup Hyper-V virtual machines using the new Windows Hyper-V
Volume Shadow Copy Service (VSS) Writer.

There are two basic methods you can use to perform backups of Hyper-V virtual
machines with ViceVersa PRO:

(2) From within the Hyper-V virtual machine (guest-based backup). In this
scenario, ViceVersa PRO runs within the virtual machine to backup the
files. This is the same process you would use to backup files on any other
operative system.

(b) From the Hyper-V host (host-based backup). In this scenario ViceVersa
PRO runs on the host computer (outside the virtual machines) and makes use
of the Hyper-V VSS Writer to backup the virtual machines. Using this
method is recommended, because it captures more data. This type of backup
includes the configuration of virtual machines and virtual networks,
snapshots associated with the virtual machines, and all the virtual hard-
disks used by the virtual machines. The virtual hard-disks contain the
entire guest operative system, Windows Registry, and any data or
applications installed on the guest. This method allows so-called “bare-
metal restore” of the Hyper-V virtual machines.

The following information focuses on using ViceVersa PRO for backups of type

).

Hyper-V Virtual Machine Files

A Hyper-V virtual machine is made up of several different files. Not all Ffiles
are strictly necessary for backup and restore purposes:

File Extension Description Strictly Necessary for Restore?
*_vhd Virtual Hard Disks Yes
*_avhd Differential Hard Disks. Yes (*)

Used for Snapshots and
differencing disks. These
files must be used in
combination with their vhd
files, they can"t be used
without vhd files.

*_xml Virtual machines No
configuration files. Contain
the virtual machine
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File Extension Description Strictly Necessary for Restore?

settings, such as network,
memory and hardware
information.

*_bin Virtual machine RAM content, No
when virtual machine is
paused or during a shapshot.

*_vsv Additional virtual machine No
information, when paused or
during a snapshot.

(*) .avhd files are only necessary for differencing disks and snapshots

Only _VHD files are strictly necessary for backup and restore purposes.
-AVHD files are necessary for differencing disks.

IT you have a consistent copy of the .VHD files, you can create a new virtual
machine and attach the .VHD files to it.

XML configuration Ffiles are useful because they contain the virtual machine
configuration settings, but they are not strictly necessary for restoring a
virtual machine because they can be re-created by using the virtual machine
settings in the hyper-v manager.

File Locations

By default, the virtual machine files are located at:
Snapshots (*.avhd):
\ProgrambData\Microsoft\Windows\Hyper-V\Snapshots\
Virtual Machine Configuration Files (*.xml) plus *.bin and *.vsv
\ProgrambData\Microsoft\Windows\Hyper-V\Virtual Machines
Virtual Machine Hard Disks (*.vhd)
\Users\Public\Documents\Hyper-V\Virtual hard disks\

-3 ProgramData
—{4 Microsoft
- Windows
- =5 Hyper-V

-5 Snapshots

-3 1640B01D-B73E-4550-83D7-AB727BF205F2
| | Fixed Windows Vista_F 1DES023-1B89-42AE-8946-D 26 105060 1BC. avhd
—=3 Virtual Machines
|| 1640B01D-B73E-4550-83D7-AB727BF 20 5F 2. xml

-5 1640B01D-B73E-4550-83D7-AB727BF205F2

— {4 Users
- 5] Public
-5 Doecuments
-5 Hyper-V
-3 virtual hard disks
|| Fixed Windows Vista. vhd

«
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The default locations can be changed using the Hyper-V manager settings.

Tip: It 1s easier to manage these file using a more compact location, such as:
Snapshots: \Hyper-V Data\Snapshots\
Configuration Files: \Hyper-V Data\Virtual Machines\
Virtual Hard Disks: \Hyper-V Data\Virtual Hard Disks\

How to Backup Hyper-V Virtual Machines with ViceVersa

ViceVersa PRO runs on the host computer (outside the virtual machine) and uses
the Hyper-V VSS Writer to backup the Hyper-V machine files.

Option 1: Backup ALL Hyper-V Files
1. Select the Hyper-V VSS Writer as the Source in ViceVersa.

2. Select the folder where you want to copy the files to as the Target.

File View Tools Help

Target: ‘ iﬂ ] SelectFolder..

. m>

Volume Shadow Service Writers/Components x|

Select VSS Writer/Component:

[#]- ASR Writer (Writer Id: {be000che-11fe-4426-9c58-531aa6355fc4} - Instance Ic: {e03782d5-c2
- BITS Writer {erter Id: {4969d9?8 -be47-48b)-b 100—f328f07ac 1e0} - Instance Id: {c7ababad-0t
i 324246943 4f-7347f0 -tanceId {ae2t

- Instance =

Backup Using Saved State \Wlndows Vistz
i Backup Using Saved State\Restore
Backup Using Saved State\2 Windows Vista IT
.. Initial Store
[#- Reqistry Writer (Writer Id: {afbab4a2-367d-4d15-a586-71dbb 18f8485} - Instance Id: {efc439f.
- Shadow Copy Optimization Writer (Writer Id: {4dc3bdd4-ab48-4d07-adb0-3bee2926fd7f} - Inst
[#- SqlServerWriter (Writer Id: {a65faab3-5ea8-9ebc-9dbd-a0c4db26912a} - Instance Id: {24dd 1t
[A]- System Writer (Writer Id: {e8132075-6f03-4454 353e-105025323e220} - Inctance Id: {0f533f6z
[ WMI Writer (Writer Id: {a6ad56c2-b509-4e6c-bb19-49d8f43532f0} - Instance 1d: {7e0a80fe-b]

«| | 2
| oK I Cancel | Rzfresh List |
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File View Tools Help

vss:\\WMicrosoft Hyper-V VSS Writer

[ c:\backup)|
View Profile Settings ’ Compare ~ \-/,
Change Profile Settinas -

3. ViceVersa will select all files from the Hyper-V VSS writer, create a
snapshot using the Volume Shadow Copy service, and copy all the required
files to the target (you need to select the Backup or Replication method)

Comparing Source(s) and Target(s)-- — |I:I|i|

Mumber of Files and Subfolders in Source: (1] 1

- £3 C\ [Volume Shadow Copy:\\?\GLOBALROOT \Device \HarddiskVolumeShadowCo
- {3 ProgramData
- 3] Microsoft
- £ Windows
- {3 Hyper-v
|=] InitialStore. xml
- £ Snapshots
|2| BATEFT78A-5509-47EC-A129-39 12004403 1. xml
- a 1640B01D-B73E-4550-83D7-AB7 27BF205F2
|| Fixed Windows Vista_F 1DES028-1B89-42AE-8945-D26 105060 1BC.av
- 3 BA7BF7BA-55D9-47EC-A129-391E20044D31
- 5 virtual Machines
[£] OEC89ED 7-FC8A-4AE4-BOEF-ETDFI83FAFAD. xml
|| 1640B01D-B73E-4550-8307-AB727BF205F 2, xml
[=] 4C20 243E-205E-4334-8DCA-AD T 159884ED 2. xml
=] QFDE7B51-D349-479E-9C20-109557292350, xml
- {3 OECB9ED7-FCBA-4AE4-BOEF-E7DFO83FAFAD
I | 0EC&3SED 7-FCEA-4AE4-BoEF-E7DFI83FAFAD. bin
|| DECBSEDT7FCEA-4AE4-BOEF-E7DFI83FAFAD. vay
- £ 1640B01D-B73E-4550-83D7-AB7 27BF205F2
- a 4C2D243E-205E-4834-BDCA-ADT1598B4ED2
|| 4C20243E-205E-4334-8DCA-AD T 159854ED 2. bin
|| 4C20243E-205E-4834-8DCA-ADT71598B4ED 2. vsv
- a SFD87B51-D349-479E-9C20-1D955729235D
|| SFDE7B51-D349-479E-9C20-108557292350---, bin
|| SFDE7B51-D349-479E-9C 20-103557292350—. vsv

L ICHCH OO CHOVCHCRONCNOY 2 O T JOHER L ACE 1 1 T O OE 08 JO{CHOH O

Murmnber of Files and

o~

- 3 Temp
- {3 app
- £ Users
- 5 Public
- £ Documents
- {5 Hyper-V
- 3 Virtual hard disks
|_| Fixed Windows Vista.vhd
- 5 Users
- 5] Public
- {5 Documents
- {4 Hyper-V
- 3 Virtual hard disks
|_| Test Virtual Machine.vhd
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Option 2: Backup Individual Hyper-V Machines

1. Select the Hyper-V VSS virtual machine that you want to backup as the
Source.

2. Select the folder where you want to backup the files to as the Target.

Volume Shadow Service Writers/Components

Select VSS Writer/Component:

[ ASR Writer (Writer Id: {be000cbe-11fe-4425-9c58-531aa6355fc4} - Instance Id: {e03782d5-2
BITS Writer (Writer Id: {4969d978-be47-48b0-b 100-f328f07ac1e0} - Instance Id: {c7ababad-0i

-‘ COM+ REGDEB Writer (Writer Id: {542da469-d3e1-473c-9f4f-7847f0 1fco4f} - Instance Id: {aezt

EI Microsoft Hyper-V VSS Writer (Writer Id: {6684 1cd4-6ded-4f4b-8f17-fd23f8ddc3de} - Instance
. - Backy : Machine

Backup Using Saved State\2 Windows Vista II
- L.Initial Store
~ Registry Writer (Writer Id: {afbab4a2-367d-4d 15-5586-71dbb 188485} - Instance Id: {efc439f.
Shadow Copy Optimization Writer (Writer Id: {4dc3bdd4-ab43-4d07-adb0-3bee2926fd7f} - Inst
El Sqglserverwriter (Writer Id: {a65faab3-5eaé-9ebc-9dbd-a0c<db269 125} - Instance Id: {29dd Lft
-- System Writer (Writer Id: {e8132975-6f93-4464-a53e-1050253ae220} - Instance Id: {0f633f6z
. \WMI Writer (Writer Id: {atad56c2-b509-4e6c-bb 19-49d8f43532f0} - Instance Id: {7e0a80fe-b;

«| | . o

vss:\\Microsoft Hyper-V VSS Writer:Backup Using Child Partition Snapshot\Windows Vista

c:\backup|
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3. ViceVersa will select only the files that are part of the selected virtual
machine (in this example, “Windows Vista”), then create a snapshot, and
copy all the required files to the target (you need to select the Backup
or Replication method)

Comparing Source(s) and Target(s)--

Murmnber of Files and Subfolders in Source: 1]

Murmnber of Files and 1]

| - 3 C\ [Volume Shadow Copy:\\?\GLOBALROOT \Device\HarddiskVolumeShadowCopy1
- 5] ProgramData
- {5 Microsoft
- £ Windows
- £ Hyper-V
- 5 Snapshots
|£| BATSFT8A-5509-47EC-A129-391E20044D 3 1.xml
- a 1640B801D-B73E-4550-83D7-AB7 27BF205F2
L1 Fixed Windows Vista_F1DEE023-1B89-42AE-8946-D26 105060 1BC. avhd
- {5 BA7BF78A-55D9-47EC-A129-391E20044D31
- £ virtual Machines
|£| 1640B010-B73E-4550-8307-AB727BF 205F 2. xml
- 3 1640B801D-B73E-4550-83D7-AB7 27BF205F2
| | 154080 1D-B73E-4550-8307-ABT27EF 205F 2. bin
|| 1540B01D-B73E-4550-8307-ABT27BF205F 2. vav

- &5 Temp
- app
- £ Users
- £ Public
- {5 Documents
- &5 Hyper-V
- £ virtual hard disks
| | Fixed Windows Vista.vhd

CIOIOIOO{OI OO T I08 TOTCE 0L JO{Ei Oy ONCH

Important Note: When an individual virtual machine is selected for backup,
ViceVersa PRO will involve only that specific machine in the Volume Shadow Copy
snapshot creation. This means a fast and efficient backup, because the other
virtual machines are not saved and are not involved iIn the snapshot creation at
all (which requires additional time and resources). Unlike other general backup
applications, ViceVersa PRO can focus on backing up only the selected machine.
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Online vs. Offline Backups

An online backup can be performed with no downtime on a running virtual
machine. If a specific virtual machine is able to provide online backups, that
is, IT the machine does not need to be paused and saved by the Hyper-V VSS
writer when the backup starts, then the selectable VSS component name will be
“Backup Using Child Partition Snapshot\<VMName>".

An offline backup requires the machine to be paused and saved by the Hyper-V
VSS writer when the backup starts. In that case, the selectable VSS component
name will be “Backup Using Saved State\<VMName>".

Volume Shadow Service Writers/Compaonents x|

Select VSs Writer/Component:

[F- ASR. Writer (Writer Id: {be000cbe-11fe-4426-9c53-531aa6355fc4} - Instance Id: {6431e362-2f

- BITS Writer (Writer Id: {4969d975-be47-43b0-b 100-f328f07ac1e0} - Instance Id: {419e3bb3-ft

F_ COM+ REGDE Writer (Writer Id: {542da469-d3e1-473c-9f4f- 78470 1fce4f} - Instance Id: {075

=8 Microsoft Hyper-¥ V55 Writer (Writer Id: {66841cd4-6ded-4f4b-8f17-fd23faddc3de} - Instance
-Backup Using Saved StateiTest Virtual Machine

Backup Using Child Partition SnapshotiWindows Vista Dn"ne
i Backup Using Saved State\Restore

-Backup Using Saved State'\2 Windows Vista I1 Offline

. Initial Store

]

F- Registry Writer (Writer Id: {afbab4a2-357d-4d15-a5856-71dbb 185485} - Instance Id: {f4513ef
- Shadow Copy Optimization Writer {Writer Id: {4dc3bdd4-ab48-4d07-adb0-3bee2926fd7f} - Inst
- SglServerWriter (Writer Id: {a65faat3-5ea8-4ebc-9dbd-alc4db26912a} - Instance Id: {d0810b
-System Writer (Writer Id: {e8132975-6f93-44964-a53e-1050253ae 220} - Instance Id: {131b75a
- WML Writer (Writer Id: {aSad56c2-b509-9e5c-bb 19-99d8f4353210} - Instance Id: {4 1460305

1 | |

=151

I+

When using the “Backup Using Child Partition Snapshot” method (online), the
Hyper-V VSS writer will interface with the Volume Shadow Copy service that is
running inside the guest machine (via the installed Hyper-V Integration
Services) and create a “live” snapshot. Hence the virtual machine does not need
to be stopped and saved at all.

When using the “Backup Using Saved State” method (offline) the Hyper-V VSS
writer will pause and save the machine and then restart i1t. This means that
during that period the machine will be briefly offline. This type of backup
results in some degree of downtime. A variety of factors can affect the time
required to take an offline backup. If the virtual machine is running or
paused, it is put Iinto a saved state as part of the offline backup process.
After the backup is started, the virtual machine is returned to its existing
state.

The types of backup available are set by the Hyper-V writer.

The “Backup Using Child Partition Snapshot” method (online) is always the
preferred method, but it may not be available if:

* Integration Services are not installed in the virtual machine or the
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Backup Integration Service has been disabled.

* The guest operative system does not support Volume Shadow Copies (e.g-
Linux).

* The Volume Shadow Copy Service is disabled or not installed in the guest
machine.

* The virtual machine has one or more dynamic disks.
* The virtual machine uses one or more non-NTFS based volumes.
* The virtual machine Cluster Resource Group in a cluster setup is offline.

* VM is not in a running state (e.g. switched-off)

In all of the above cases, a “Backup Using Saved State” (offline) is
performed.

Restoring Hyper-V Machines

Virtual machines can be restored or used in other hyper-v servers, in several
ways:

2) Restoring an Existing Virtual Machine

Just copy all the files in the backup to overwrite the existing files.
When you"ll start the virtual machine for the first time, you may see an
error message that the virtual machine shut down unexpectedly or that the
machine was not shut down cleanly. This can occur because Hyper-V cannot
mark the .vhd virtual disk as an expected shutdown. The recovered files
are otherwise application-consistent. This means that all data inside the
machine was Fflushed to disk during the backup.

(b) Restoring on a New / Different Server Without Configuration Files
1. Create a new virtual machine
2. Set the RAM to match the RAM of the old machine

3. Set the Network Card to match the Network Card of the old machine. IT
you do not know this information, you can get it from the copy of the
XML configuration file if you have it.

4. Choose the option “Attach a virtual hard disk later” or “Use an
existing virtual hard disk” and then use the saved vhd fTile(s).

5. When you®"ll start the virtual machine for the first time, you may see
an error message that the virtual machine shut down unexpectedly or
that the machine was not shut down cleanly. This can occur because
Hyper-V cannot mark the vhd as an expected shutdown. The recovered
files are otherwise application-consistent. This means that all data
inside the machine was flushed to disk during the backup.

«
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©) Restoring With Configuration Files and Snapshots to a new server.
1. Create a new virtual machine, with a virtual disk and other settings.
2. Stop the virtual machine.

3. Rename the copy you have of all the snapshots, hard disks and
configuration files to match the file names of the newly created
machine. Then overwrite the files with the copies you have.

Backing-Up Hyper-V Machines with ViceVersa PRO - Copyright TGRMN Software — Page 9 of 9



